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Abstract. The design and implementation of structured computer and
communication network are based on the requirement of an individual,

feasibility and application services planned on the network. Modification in the

network infrastructure if any must minimize the changes in the network
infrastructure with minimum down time. Layered network design attracts most

of the organization due to its adoptability, security and scalability. In the

layered approach, the fault identification is simple. By implementing Virtual
LAN (VLAN) one can suppress the broadcasting, implement access list for

security and slice the bandwidth based on application. Security measures can
also be considered into the design without much modification by implementing
the local security policy. We propose a layered network design for an academic
institution to cover entire campus with high-speed data, QoS on multimedia
information as well for video lectures with scalability and security aspects.
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1 Introduction

Information networks have emerged as strategic [6] assets and a critical element for

delivering education and services. Today's information networks must meet

increasing demands to carry more information and provide new services. Leading
educational institutions are adopting newer applications for education and information
dissemination. The educational institutions participate in research and development

activities in addition to the conventional teaching to keep ties with the industry and
this leads driving forces for the improvement of network infrastructure and
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to be easy. The security policies can be implemented at the VLAN’s. VLAN

suppresses the broadcasting into the local domain and so we avoid bandwidth

choking. The downtime of the core and distribution level is taken care by the

redundancy. This design provides effective use of effective IP address space by using

private IP addresses and network address translation.
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